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ALL 05°S ARE UNDER ATTAGK

Number of unique malicious files *

474 million

23 million

53000
33000
600
iOé Linux Mac'.OS Android Windows

* Kaspersky Lab malware database — May 2017



GYBERTHREAT LANDSGAPE

Malware explosion *

2.2 million

2 million - TR
1 million
1 million
310 000 per day
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1986 - 2006 total One week in 2016

* Kaspersky Lab database



TRAGKING 100+ SOPHISTIGATED HAGKING GAMPAIGNS
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NUMBER OF NEW 0T MALWARE SAMPLES®

2509

46

2013 2014 2015 PAONKS

* Kaspersky Lab malware database



GOST OF GYBERGRIME TO GLOBAL EGONOMY
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Cybercrime costs the world
S$450 billion* per year

*Hiscox Insurance estimate - https://kas.pr/iy50
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GLOBAL SPAGE S
BUDGET:
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THE GOST OF GYBERGRIME & 55
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ADVANGED GROSS-BORDER HNANGIAL GYBERGRIME

CARBANAK — BANGLADESH
THE $1 BILLION CENTRAL BANK HEIST
BANK HEIST

. , . 35 transfer orders
Infecting bank clerks : 2 to the New York
computers

Federal Reserve

Harvesting intelligence \‘(.) «f"“%
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Blocked because of word
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Stealing money




THE INTERNET OF THINGS IS HERE

PCs + smartphones, tablets & l1oT in the world (millions)
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Sources: UN, CIA World Factbook, Eurostat, OECD, local census data, Gartner, Kaspersky Lab analysis



0T BOTNETS




TRADITIONAL AND ONLINE
GRIME GROUPS ARE NOW WORKING TOGETHER




INDUSTRIAL GONTROL SYSTEMS: SGADR
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U.S. power grid control room: kas.pr/bo3p



Photo from a home brewery forum: https://kas.pr/1ASZ



SGADA MAKES
MISTAKES T00




SGADA UNDER
GRIMINAL ATTAGK

~ NEW 'DIGITAL’ CRIMINAL
BUSINESS MODELS

>~ TARGETS:
> MANUFACTURING
> TRANSPORTATION




TERRORISM / SABOTAGE

2007 L B R Gen . 2014
ESTONIA. - GERMAN STEEL MILL

2010
IRAN, STUXNET

2015
UKRAINIAN POWER GRID

2016
U.S. / GERMAN HOSPITAL

2011
SAUDI ARAMCO




GRITIGAL INFRASTRUGTURE

ﬁ’ POWER GRID

TRANSPORTATION B FINANCIAL SERVICES (‘A’) TELECOM
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OTHER INFRASTRUCTURE



GRITIGAL
INFRASTRUGTURE

ELECTIONS AND
GOVERNMENT SERVICES




SYSTEMS NEED T0 BE SAFE
SECURE AND 0
IMMUNE BY DESIGN 'r

/ SECURE PLATFORM /
/ ARCHITECTURE /
/ APPLICATION /




INDIVIDUAL / FAMILY / SMALL BUSINESS




MEDIUM BUSINESS
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ENTERPRISE




INDUSTRIAL
GYBERSEGURITY




0T SEGURITY




WE NEED TO PROTEGT EVERYTHING

CRITICAL/
NATIONAL SECURITY

INDIVIDUAL LEVEL MASS LEVEL

PHYSICAL ?é";ng
EQUIPMENT
MAKERS
SOCIAL
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